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MWHUCTEPCTBO OGPA30BAHUSA U HAYKA POCCUNCKOW ®EQEPALINU

OENAPTAMEHT rOCYQAPCTBEHHOW NONUTUKU B COEPE
OBLLEN0 OGPA30OBAHUA

NMUCbMO
oT 14 mas 2018 r. N 08-1184

O HAMNPABJIEHUX NHO®OPMALIUKA

[enaptameHT rocygapCTBeHHOW nonutukn B cdepe obuwero obpasoBaHums MuHoOpHaykm Poccum
HanpaBnseT Ons cBedeHuss paspaboTaHHble BpemeHHon komuccuen Coseta ®Pepepauum no  pasBUTUIO
NHOPMALIMOHHOIro obLecTBa MeToAMYEcKMe peKkoMeHOauun O pasMeLleHMUM Ha WHMOPMALMOHHbLIX CTeHaax,
oduumanbHblX MHTEPHET-CanTax U Apyrux MHOPMAaLMOHHLIX pecypcax obLieobpasoBaTenbHbIX OpraHu3auni u
OpraHoB, OCYLLeCTBNALWMX ynpasneHne B cdepe obpasosaHus, MHpopmauun o 6es3onacHOM MOBEAEHUUN W
ncnonb3oBaHum cetn "ViHtepHeTt".

OuvpexTop [enapTtameHTa
A.E.TTETPOB

MpunoxeHue

METOAWYECKME PEKOMEHOALIUU
O PASMELLEHUU HA UH®OPMALIMOHHbIX CTEHAAX, OPULNATbHbIX
WHTEPHET-CAUTAX U APYTUX UH®OPMALIMOHHbLIX PECYPCAX
OBLUEOBPA30BATEJIbHbIX OPFAHU3ALIMA U OPFAHOB, OCYLLECTBNAIOLWMX
YNPABJNEHUE B COEPE OGPA30BAHUA, UHOOPMALIUXN O BE3ONMACHOM
NOBEAEHNN U UCMNMONb30OBAHUU CETU "MHTEPHET"

Okcneptamn 1M uneHamu BpemeHHon komuccum CoseTta degepaumy nNo pasBUTMIO UH(OPMALIMOHHOIO
obLlecTBa B paMKax BbINOMHEHUSI peKOMeHOauUi napaameHTCKux crywaHmn "AkTyanbHble Bonpockl obecnedeHmns
6e30nacHOCTU U pa3BUTUS AeTel B MHOPMaLMOHHOM NpocTpaHcTBe", koTopble npownu B CoeTte ®enepauun 17
anpena 2017 r., Obinn paspaboTaHbl METOOMYECKME PEKOMEHAALMU O pasMeLleHMM Ha WHEOPMAaLMOHHBIX
CTeHAax, oduuManbHbIX WHTEPHET-calTax MW Jpyrux WHAOPMAaLMOHHBLIX pecypcax obweobpasoBaTenbHbIX
opraHu3aumi 1 OpraHoB, OCYLLECTBASALWMX ynpaBneHve B cdepe obpasoBaHus, MHgopmauun o GeszonacHom
noBefeHUn 1 ncnonb3oBaHun cetn "MIHTepHeT" (danee - MeToanyeckue pekoMmeHaaumm).

MeToanyeckme pekoMeHdaLUuu HampasfeHbl Ha KayeCTBEHHOE MOBbIEHWE YPOBHA WH(OPMAaLMOHHOW
AesiTeNbHOCTU 06LLEeo6pa3oBaTenbHbIX OpraHM3auuii M OopraHoB, OCYLLECTBISIOWMUX yhpaBreHue B cdepe
obpasoBaHMsi, B 4acTM MWH(OPMMPOBaHMSA Yy4YalUMXCs, WX poauTenei (3akoHHbIX npedcTaBuTenen) wu
negarormyecknx paboTHMKOB 06 OCHOBHBIX acrnekTax MHOpPMaLNOHHOK Ge3onacHoCcTU.

MeToanyeckne pekoMeHzaumm No3BonAT  obuwieobpasoBaTernbHbIM - OpraHusaumMsiM U opraHam,
OCYLLECTBMAIOWMM ynpasrneHne B cdepe obpasoBaHus, akTyanMsumpoBaTb yXKe UCMOfb3yeMble U pasMeLleHHble
NMH(OPMALIMOHHbIE MaTepuarbl, Tak U MOArOTOBUTb UX B Clyvyae MX OTCYTCTBUS C YY4ETOM MydlUX MPaKTUK u
pekomeHaaunin.

B pamkax meToau4eckmMx pekoMmeHaaLmmn paccMaTpmuBaloTCs creayolwme MHCTPYMEHTbI:

1. MHbOPMALUNOHHBIE CTEHADI;

2. ohmumanbHble UHTEPHET-PECypChl;

3. cpeacTBa MaccoBOW MHGPOPMALUK (LLKOSIbHbIE Fa3eThbl, MeJarornyeckme n3gaHus n gpyrue).

UHdopmaumnoHHble cTeHabI

KoHcynbTtaHTllntoc
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Ha wHdOpMauMoHHbIX CTeHdax B obuweobpas3oBaTerbHbIX OpraHu3auusx, pacrnosioXeHHbIX B dhone
YYPEXOEHUN M B KabOWHETax, OCHALLEHHbIX MepPCOoHamnbHbIMW YCTPOWCTBaAMM ANS Bbixoda B ceTb "VIHTepHeT",
pekoMeHayeTCa pasMecTUTb WH(OPMAaLMOHHbIE MaMATKW, coAepKallme OCHOBHble COBETbl MO obecneyeHuto
NMHOpMaLMOHHON 6e30MacHOCTN y4aLLUXCS.

B NPUIoOXeHnn N 1 kK meToaMYECKMM pekoMmeHaaunam npencrasiieH 06pa3eu, NaMATKN And pasMelleHnd Ha
VIHCpOpMaU,VIOHHbIX cTeHaax.

CpeacTtea maccoBoin nHdopmarmm

B cpeactBax maccoBoi MHGOPMaUMM, OPUEHTMPOBAaHHLIX Ha OGYy4YaloLMXCsl, PeKOMEHOYeTCs B TeyeHue
y4eGHOro roga perynsipHo nyGnukoBaTb MH(OPMAaLMOHHbIE MaTepuarsbl, NMOCBALWEHHbIE OTAEMbHbLIM acrneKkTam
MHcbopMaLMOHHON 6e30MacHOCTH, a Takke pasnuyHbie NamMsATKM OOLLEro xapakTepa.

B cpeactBax wmaccoBor MHGOPMAaLMM, OPUEHTUPOBAHHbIX Ha Mefdarormyeckyto  obLLEeCTBEHHOCTb,
pekomMeHayeTCs B TeYeHue KaneHgapHoro roga perynspHo nybnukoBaTb WHGOPMAUMOHHbIE MaTepuansl,
MOCBSILLEHHblIE OTAENbHbIM acnektaMm MHQOPMaUMOHHOW ©e30MacHOCTN Kak HEeCOBEPLUEHHOMETHUX, Tak U
oblleobpasoBaTenbHbIX OpraHuM3auui, a Takke pasnuyHble naMmaTkM, 0630pbl  HOpMaTUBHO-MPaABOBOrO
perynMpoBaHus gaHHou cdepbl 1 MHAOPMaLMIo O akTyarnbHbIX MEPONPUATUAX U COBBITUSX B JaHHON cdhepe.

B xope npoBegenuns EamHoro ypoka no 6esonacHoctn B cetu "MIHTepHeT" pekomeHayeTcsi obecneuntb
BbIMYCK TEMaTMYEeCKOro BbIMyCcka cpeAcTBa MaccoBon WHdopmauum nubo cepum nybruvkauum, cpegu KOTopbIX
paccMOTpPeTb OpraHM3oBaHHbIE MepPoNpUATUS ANd obydalrowmxcs, Ux pogutenen (3akoHHbIX npeacTaBuTenen) u
negarornyeckon obLecTBEHHOCTN.

OdwmumanbHble UHTepHeT-pecypchbl

O6LeobpasoBaTenbHbiM OpraHu3auusM pekoMeHayeTcda Ha cBoux oduumanbHblx WMHTepHeT-pecypcax
obecneuntb OYHKUMOHMPOBAHME CaMOCTOATENbHOrO M chneunanusvpoBaHHoro pasgena "WHdopmaunoHHas
6e3onacHOCTL", B paMKax KOTOPOro NpeaycMoTPeTh pasMelleHre cneaytoLen nHpopmaumm:

N Pasgen/nogpasgen | ®opmaTt npegcraBneHus CopgepxaHvne maTepumarnos
maTepuanos
1. |INokanbHble Konuu fokymeHTOB B PasmeLlatoTcs Konum JOKYMEHTOB, T.€.

HOopMaTuMBHbIE akTbl B | hopmate *PDF CKaHUPOBaHHbLIN BapuaHT JOKYMEHTa,
cdepe obecneyeHus COOTBETCTBYOLWUIA TpeboBaHNAM K
NMHGOPMALIMOHHOMN napameTpam CKaHWpPOBaHWMSI.
©e3onacHocTn PasmeLluaoTcs AOKYMEHTHI,
obyyvaromxcs pernaMeHTVpyoLmne opraHm3aumio n

paboTy ¢ nepcoHanbHbIMU AaHHBIMY,
nnaHbl MeponpuaTUiA No obecneyeHnto
WH(OpMaLMOHHOW Be3onacHoCTH
obyyatowmxes u gpyrue.

2. |HopwmatusHoe Konunn goKymMeHTOB B [My6nukytoTCSa akTyarnbHble CBEAEHUS O
perynvposaHve ¢opmaTte *PDF deepanbHbIX U perMoHanbHbIX 3aKOHax,
nMcbMax opraHoB BNacTu n gpyrue
HOPMaTUBHO-MPaBOBbIE JOKYMEHTHI,
pernaMmeHTupylowmne obecneyeHve
MHOpMaLMOHHOW Be3onacHoCcTH
HecoBepLleHHoneTHuX. [lonyckaeTcs
BMECTO KON pa3meLlaTb rmnepcehbinikn Ha
COOTBETCTBYIOLLNE JOKYMEHTbI Ha canTax
OpraHoB rocyfapcTBEHHOW BNacTu.
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3. |lemarornyecknm TekcT Ha cTpaHuue Pasmeluatotca metognyeckune
paboTHMKam caunTa peKoMeHJaLmMmM 1 yKa3biBaeTcs
Konuu gokymeHTOB B MHOopMaLNS O MEPONPUATUSIX, MPOEKTaX
¢opmaTte *PDF M NnporpaMmmax, HanpasfeHHbIX Ha

noBblLLeHNne MHGHOPMaLMOHHOMN
rPaMOTHOCTM NeJarorm4yecknx paboTHMKOB.

4. | Obyyarowumces TeKkcT Ha cTpaHuue PasmellaeTtcsa nHgopmalmMoHHasa namsTka
caunTa (npunoxenue N 2) n ykasbiBaeTcs
MHOpMaLNS O MEPONPUATUSIX, MPOEKTaX
1 MporpaMmax, HarnpaBfieHHbIX Ha
noBblLLeHNne MHGHOPMaLMOHHOMN
rPaMOTHOCTM 0By4atoLLMXCS.

5. | Poautensm (3akoHHbIM | TEKCT Ha CTpaHuue PasmellaeTtca nHdopmaunoHHas namsrtka
npeacraBuTensam) caunTa (mpunoxenue N 3).
obyuvatomxcs

6. |[OeTckue 6e3onacHble | TeKCT Ha cTpaHuue PaameluaeTtcsa nHdopmauus o
canThbl caunTa peKkoMeHOyeMbIX K MCMONb30BaHWIO B

y4yebHOM npouecce 6e3onacHbIX canTax,
GaHHepbl 6e30NacHbIX ETCKUX CalTOB.

OpraHaM, OCyLLEeCTBNSIIOLLMM ynpaBrneHue B cpepe obpa3oBaHns, pEKOMEHOYETCS HA CBOMX OhuLManbHbIX
WHTepHeT-pecypcax obecneuntb (YHKUMOHMPOBAHWE CaMOCTOSITENBHONO M Creuuanu3npoBaHHOro pasgena
"MndopmaumoHHasa 6e3onacHOCTL", B paMKax KOTOPOro npegycMoTpeTb pasMelleHmne cregyowen nHdopmaumm:

Mpunoxexne N 1

NAMATKA )
ANS OBYHAIOLLMXCS OB MH®OPMALIMOHHOWN BE3OMACHOCTU IETEM

HENb3s

1. Bcem nogpsa coobuiate CBOK YaCTHYK MHGOPMaLMio (HacToswue ums, hammnuio, TenedoH, agpec,
HOMep LUKONbI, @ Takke doTorpacmm cBoum, CBoen ceMbn 1 apy3en);

2. OTKpbIBaTb BNOXeHHble hannbl 3MIEKTPOHHON MOYThI, KOr4a He 3Haellb OTNpaBuTens;

3. MpybuTb, NpuanpaTbCs, Oka3bliBaTb AaBreHNe - BeCTU cebst HEBEXITMBO U arpeCcCUBHO;

4. He pacnopsikancst AeHbramu TBoer ceMbi 6e3 paspelueHuns cTaplumnx - Bcerga crnpaluvsav pogutenen;

5. He BCTpeLIaVICﬂ C MHTepHeT-3HaKOMbIMM B peaan0|7| XU3HN - HOCOBeTyVICﬂ CO B3pPOCIIbIM, KOTOPOMY
aoBepdellb.

OCTOPOXHO
1. He Bce nuwyT npaegy. Yntaews o cebe Henpasay B VIHTepHeTe - coobLy 06 3TOM CBOMM poauTeENsaMm
UMK oneKkyHaM;

2. MpurnawatoT nepenuckbiBaTbCs, Urpatb, 0OMEHNBATLCS - MPOBEPbL, HET NN NOABOXA;
3. HesakoHHOe konupoaHue dannos B IHTepHeTe - BOPOBCTBO;

4. Bcerga pacckasbiBan B3pocrbiM 0 NpobrieMax B CETU - OHWU BCeraa noMoryT;
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5. Wcnonb3yin HacTpoliku 6e3onacHOCTU 1 NMPUBATHOCTM, YTOObI HE MOTEPATb CBOM akkayHTbl B COLICETAX U
ApYrvx nopTanax.

MOXHO
1. YBaxawn gpyrnx nonb3oBaTenen;

2. Monb3yewbca MHTEPHET-UCTOYHUKOM - Aenan CCbISIKy Ha Hero;
3. OTKpbIBaN TONbKO T€ CChISIKW, B KOTOPLIX YBEPEH;
4. O6LiaTbCs 3a MOMOLLbIO B3POCHbIM - POAMTENU, ONEKYHbl U aAMUHUCTPaLUSA CanToB Bcerga nomoryT;

5. Mponan obyveHune Ha cante "CeTeBMYOK" 1 NONy4n NacnopT umMdpoBoro rpaxgaHnHa!

Mpunoxexne N 2

NHO®OPMALIMOHHAA MAMATKA
AnA OBYHAKOLWWMXCA ANnA PASMELLEHUA
HA OOULNATIbHbIX UHTEPHET-PECYPCAX

C KaxablM rogom MONogexun B MHTEPHETE CTaHOBUTLCS Borblue, a LWKOMbHUKM OOHU M3 CaMbIX aKTMBHbIX
nonb3oBartenen PyHeta. Mexgy Tem, MOMMMO OFPOMHOMO KOMMYecTBa BO3MOXHOCTEW, WHTEPHET HeceT U
npobnembl. 3Ta namATKa AOMKHa NOMoYb Tebe 6e3onacHO HaXOAUTLCS B CETU.

KomMnbroTepHblie BUPYCbI

KoMnbloTepHbIN BUPYC - 9TO Pas3HOBMAHOCTb KOMMbLIOTEPHBLIX NPOrpamm, OTAWYUTENbHON OCOBEHHOCTHIO
KOTOPOW SABMSIETCS CMNOCOBHOCTb K pasMHOXEeHWo. B gononHeHve K 3TOMy, BUPYCbl MOryT MOBPeauTb UMK
MOMHOCTBI YHUYTOXWUTb BCE (pannbl U AaHHble, MOAKOHTPOMbHbIE MOMb30BaTENto, OT MMEHU KOToporo Obina
3anylLleHa 3apaxeHHas nporpaMMa, a Takke NoBpeanTb UK JaXe YHNUTOXUTb ONepaumoHHY0 CUCTEMY CO BCEMU
dannamu B Lenom. B GonbLUMHCTBE CriyyaeB pacnpoCTPaHSTCS BUPYChl Yepes NHTEpHeT.

MeToab! 3aLnThl OT BPEAOHOCHbIX MPOrpaMm:

1. VlCFIOJ'Ib3yIZ COBpeEMEHHbIEe oOnepaunoHHble CUCTeMbl, UMerolne cepbesan?l ypoB€Hb 3alinTbl OT
BPE€OOHOCHbIX NMporpamMm;

2. TocTosHHO ycTaHaBnmBan navty (undpoBble 3annaTky, KOTOpble aBTOMATUYECKU YCTaHaBMMBAlOTCH C
uenbo gopaboTku nporpaMmmbl) U gpyrme oGHOBMNEHWUSI CBOEN OnepauuoHHON cucTembl. CkaumMBam MX TONbKO C
oduymnansHoro canta paspabotunka OC. Ecnu cylecTByeT pexum aBTOMaTU4eCckoro 0OHOBIEHUS, BKIHOYUN €rO0;

3. PaboTan Ha cBoeMm KOMMNbOTEPE Noa npaBamMun noJjib3oBaTtesnd, a He agMUHUCTpPaTopa. OTO He no3BonuT
6OJ'IbLIJVIHCTBy BPEOOHOCHbLIX NporpaMm UHCTarimpoBaTbCA Ha TBOEM NEePCOHalIbHOM KOMMbIOTEPE;

4. Vcnonb3yn aHTUBUPYCHblE MporpaMMHble MNPOAYKTbl WU3BECTHLIX NPOU3BOAMTENEN, C aBTOMaTUYECKUM
obHoBneHnem 6as;

5. OrpaHnyb M3nNYecKnin 4OCTYN K KOMMNbIOTEPY A5l MOCTOPOHHUX JULL;

6. Vicnonb3yn BHelHWe HocuTenu nHdopmMaLmm, Takue Kak dneLuka, AUCcK unu gann n3 nHTepHeTa, TombKo
13 NPOBEPEHHbLIX MCTOYHWUKOB;

7. He oTkpblBa KOMMbIOTEPHblE alnbl, NOMyYeHHble W3 HeHaOeXHbIX UCTOoYHMKoB. [axe Te dhannsl,
KOTOpble npucran TBOW 3HaKOMbIN. Jlyylle yTOYHW Y HEro, oTnpaBnsn nn oH Tebe mx.
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Cetn WI-FI

Wi-Fi - aTo He BMAO nepedayn OaHHbIX, HE TEXHOMOrMs, a Bcero nuwb 6peHa, mapka. Ewe B 1991 rogy
HugepnaHackas KomnaHus 3apeructpupoBana 6peHg "WECA", 4to o6o3Havano crioBocoveTaHue "Wireless
Fidelity", koTopbIn nepeBogmnTCS Kak "GecnpoBogHast TOYHOCTbL".

[o Hawero BpemeHu powna gpyrasa abbpesuaTypa, KOTOpas SABMSETCS TaKOW Xe TexHomnorven. 310
abbpesunartypa "Wi-Fi". Takoe Ha3BaHue GbINO JaHO C HAMEKOM Ha CTaHAapT BbicLlen 3BykoBon TexHukn Hi-Fi, uto
B NepeBode 03Ha4vaeT "BbliCOKasi TOMHOCTL".

Oa, OecnnaTtHbIN MHTEPHEeT-O40CTyn B Ka(*)e, oTenax M asponopTtax dABnAeTCA OT/INYHOMN BO3MOXHOCTbIO
BblXO4a B UHTEPHET. Ho mHorne 9KCNepPThbl CHUTAKOT, YTO o6Lu,ep,00Tyng|e Wi-Fi ceTun He sBnstoTca 6e30nacHbIMU.

CoBeTbl N0 6e3onacHOCTH paboTbl B 06LWenocTynHbIX cetax Wi-fi:

1. He nepepaBai cBOW nU4YHYO WHopmaumio 4epesd obuenocTtynHble Wi-Fi cetn. Pabotas B Hux,
XenaTenbHO He BBOAUTb NMapov JOCTYNa, JTOTUHBI U KaKMe-TO HOMepa;

2. cnonb3yi n 06HOBNSANM aHTUBUPYCHbIE MporpaMmbl U bBpaHamayep. Tem cambim Tbl 06e3onacub cebs ot
3aKayku BMpYyca Ha TBOe YCTPONCTBO;

3. Mpwu ncnonesoBaHum Wi-Fi oTkntoum doyHkumo "O6Lmin goctyn Kk dpannam m npuHtepam”. [laHHas pyHKUmS
3aKpbiTa MO YMOMYaHWIO, OJHAKO HEKOTOpble MOfb30BaTeNV aKTUBMPYKOT ee ANnd yaobcTBa MCNONb30BaHUS B
paboTte nnu y4ebe;

4. He ncnonb3yn nyonmyHeii WI-FI ans nepegaym nuyHbIX AaHHbIX, HANPUMeEpP Ans BbiXxo4a B couMarnbHble
CETMW UMK B 3NEKTPOHHYIO MOYTY;

5. Ncnonb3yin Tonbko 3alwmueHHoe coeguHeHne vepe3 HTTPS, a He HTTP, 1.e. npn Habope Beb-aagpeca
BBOAM MMeHHO "https://";

6. B mobunbHoM TenedoHe oTkmoun dyHkumo "TogkniodeHne k Wi-Fi aBTtomatnyecku”. He ponyckan
aBTOMaTUYECKOro NoAaknyeHnsa yctponctea k cetam Wi-Fi 6e3 TBoero cornacus.

CouuanbHble ceTu

COLI,I/IaJ'II:HbIe CeTN aKTUBHO BXOOAT B HaAWy XXW3Hb, MHOrnMe nogu pa60Ta+0T N XMBYT TaM MNMOCTOAHHO, a B
Facebook yxe 3apeructpupoBaH Munnuapg YerioBek, YTO ABNAeTCS OOHOW CefbMOW BCEX XUTenewn nnaHeTbl.
MHorve nonb3oBaTtenu He NMOHNMAKT, YTO Mchopmau,vm, pa3mMelleHHada M1 B coumnarbHbIX CEeTAX, MOXeT ObITb
Hal[eHa 1 ucnonb3oBaHa kem yrogHo, B TOM Yucre He 0bs3aTenbHO ¢ Grarumm HaMmepeHusIMuN.

OcHoBHble COBeTbI MO 6e30MacHOCTH B coLManbHbIX CETAX:
1. OrpaHun4b cnncok gpy3en. Y 1ebs B Apy3baX He AOMKHO ObiTb CryYanHbIX N HE3HAKOMbIX N0AeN;

2. 3awumiian cBoK YacTHYH Xu3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, AaTy TBOEro poXaeHus u
OPYrylo NUYHYIO MHAOopMaLumnio. 3MOYMBILSIEHHUKM MOTYT UCMNOMb30BaTh Aaxe MHAOPMaLMI0 O TOM, Kak Tbl 1 TBOU
poAWTENU NNaHUpyeTe NPOBECTU KaHWKYIbI;

3. 3awmiian cBot penyTaumio - JepXu ee B YACTOTE M 3adaBan cebe Bonpoc: xoten Obl Thbl, YTOOLI Apyrve
nonb3oBaTenu BUAENW, YTO Thbl 3arpyxaelb? MNMNogyman, npexge YemM 4To-To onybGnmkoBaTh, HANMCaTb U 3arpy3nThb;

4. Ecnu Thl roBopuvlb C NnogbMu, KOTOPbIX HE 3Haellb, He l/ICI'IOﬂbSyI7| CBO€ pearibHoe UMA U Opyryro JIM4HYO
I/IH(bOpMaU,VIVII nM4a, MECTO XUTENbCTBA, MECTO yqe6b| n npo4yee;

5. N3beran pasmelleHus dotorpacduii B UHTEpHeTe, rae Tbl M306paXkeH Ha MeCTHOCTU, MO KOTOPOW MOXHO
onpenenuTb TBOE MECTOMNOSIOXEHUE;

6. MNpu peructpauun B coLmansHo ceTm HeobXoanMo UCMOoMbL30BaTh CrOXKHbLIE Naponu, cocTosLmne 3 Byks
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n Ll,l/lq}p N C KOIMYECTBOM 3HAKOB He MeHee 8;

7. Anga coumanbHOM ceTu, NOYTbl U APYrMX CanToB HEOBXOAMMO MCMONb30BaTh pasHble naponu. Torga ecnu
Tebsa B3NomatoT, TO 3MOYMbILLNIEHHUKM NOMyYaT JOCTYN TOMbKO K OOQHOMY MECTY, @ He BO BCe cpaay.

OneKTpPOHHbIEe AeHbIN

OneKTPOHHbIE AEHbIN - 3TO OYeHb YO0OHbIN cnocob nnaTexen, OQHAKO CYLLECTBYIOT MOLUEHHUKW, KOTOpbIE
XOTSIT NONYYNTb 3TU AEHbIN.

3J'IeKTpOHHbIe OeHbrn noaBuinCcb coecemMm HegaBHO U UMEHHO K3-3a 3TOro0 BO MHOIMMX rocygapcrteax Ao Cux
Nnop He NponncaHo Npo HUX B 3aKOHax.

B Poccum xe oHU (PYHKLMOHUPYIOT M O HUX yXKe MPONUCaHO B 3aKOHe, rae WX pas3fenstoT Ha HEeCKOMbKO
BMAOB - @HOHUMHbIE M HE aHOHUMHble. PasHuua B TOM, YTO aHOHMMHbIE - 3TO Te, B KOTOPbIX paspellaercs
npoBoguTb onepauum 6e3 naeHTudrkaumnm nonb3oBaTensi, a B HEAHOHMMHbIX MAEHTUMUKALMA Nonb3oBaTens
ABnsieTcs 00sA3aTeNbHON.

Takke cnegyet pasiimdaTtb 3J1IEeKTPOHHbIe (*)MaTHbIe AOeHbIn (paBHbI rocyaapCTBEHHbIM BaﬂIOTaM) n
AJIEKTPOHHbIE Heq)l/laTHble OEeHbIn (He paBHbl roCcyaapCTBEHHbIM BaJ'IIOTaM).

OcHoBHble coBeTbl N0 6e3onacHor paboTe ¢ 3NEeKTPOHHbIMU AeHbramu:

1. MpuBSHXM K cHETY MOBUNBHLIN TenedoH. ATo cambli yaoOHbI 1 BbICTPbIA cNocob BOCCTAHOBUTL AOCTYN K
cueTty. [NpuBs3aHHbIN TenedoH MOMOXeT, ecnn 3abyaellb CBOW MNaTeXHblA Naponb WM 3angellb Ha CalT C
HEe3HaKoMOro yCTPOMNCTBa;

2. Vcnonbayit oaHopasoBble naponu. Mocne nepexoda Ha yCUIeHHYH aBTopusauuio Tebe yxe He GyaeT
yrpoXaTb ONacHOCTb KpaXkn UK nepexeata nraTexXHoro napons;

3. Bbibepn cnoxHbin naponb. lMpectynHukam 6ygeT He npocTo yragaTb CMOXHbIWM naponb. HagexHbie
naponu - 3To Naponun, KOTopble CoAepXaT He MeHee 8 3HaKOB M BKIKOYAOT B ce65 CTPOUHbIE M MPONUCHbIE BYKBHI,
LUMdpbl 1 HECKOmMbKO CMMBOMOB, TakMe Kak 3HaK gonnapa, gyHTta, BocknuuaTternbHbI 3HaK u T.n. Hanpumep,
$tRONg!;;

4. He BBOAU CBOU JNMMYHblIE JaHHbIE HaA ca|7|Tax, KOTOpPbIM HE AOBEpAELlb.
OneKkTpoHHas noyta

OnekTpoHHas no4yTa - 3TO TEXHONOTMs W NPeaoCTaBMsieMble €0 YCINyru Mo MNepecbisike M MoNyYeHuto
3MEKTPOHHbLIX COOBLLEHNI, KOTOpble pacnpenensiioTcs B KOMMbloTepHol ceT. OBbIMHO 3NEeKTPOHHbIN MOYTOBLIN
AWMK BbIMAOUT credylolmm o6pa3oM: MMS_Morb3oBaTens@uMsi_JoMeHa. Takke KpoMe nepedayu NpocToro
TEKcTa, MMeeTCsl BO3MOXHOCTb NepeaaBath daiinbl.

OcHoBHble coBeThbl N0 6e3onacHor paboTe ¢ INEeKTPOHHOW NOYTOMN:

1. Hapo BbiOpaTb npaBuWibHbIA MOYTOBLIN CepBUC. B MHTEpHETe eCTb OrpoMHbI BblGOp GecnnaTHbIX
MOYTOBBLIX CEPBMCOB, OAHAKO yylle JOBEPATbL TEM, KOrO 3HAELLb U KTO MNEPBLIA B PEATUHTE;

2. He ykasbiBan B §MYHOM MOYTEe NWNYHYO uHdopmaumio. Hanmpumep, nydwe BbibpaTb
"My3blkanbHbI_daHat@" unm "pok2013" Bmecto "temal3";

3. Vcnonbayin gByxaTtanHyo aBTopmaaLmio. ATO Korga NOMUMO NMaporsist HYKHO BBOAMTb KO, NPUCLINaembliii
no SMS;

4. Bbibepu crioxHbIn naponb. [ns kaKgoro noyYToBOro SLMKa AOJDKEH OblTb CBOW HAOEXHbIA, YCTOMUYUBBIN K
B3NOMY Naporib;

5. Ecnu ecTb BO3MOXXHOCTb HanucaTb camMmomy CBOW NUYHbIN BOMpoOC, VICI'IOJ'Ib3yI7I 3TY BO3MOXXHOCTb;

KOHcyanaHTn.HI-OC www.consultant.ru CtpaHnua 7 u3 15

HageXHas npaBoBas noaaepxkka


http://www.consultant.ru/
http://www.consultant.ru/

<[Mucbmo> MuHobpHayku Poccum ot 14.05.2018 N 08-1184
"O HanpaBneHuv nHdopmauun”
(BmecTe ¢ "MeToAMYECKUMY PEKOMEHAALNAMMY O...

[okymeHT npegoctasneH KoHcynbTaHTlnoc
[ata coxpaHeHusi: 25.05.2018

6. Mcnonb3yi HECKONbKO MOYTOBbIX AWMKOB. MepBbIit ANs YacTHOM Nepenucku ¢ agpecaTamu, KOTOPbIM Tbl
fAoBepsiellb. ATO 3MEKTPOHHLIN aapec He Hado UCMoNb3oBaTh NPY PercTpaunm Ha dhopymax u canTtax;

7. He oTkpbiBan cannsl 1 Apyrne BrOXEHUA B NUCbMax, Aaxe eCnv OHW NPULLIM OT TBOMX Apy3en. Jlydwe
YTOYHM Y HUX, OTNPaBNANM Ny oHn Tebe atn dannsol;

8. MNocne okoH4YaHus paboTbl HA MOYTOBOM CEpPBUCE NMepen 3akpbiTUEM BKNagKkM ¢ canToM He 3abyab HaxaTtb
Ha "Bbintun".

Knbep6ynnuHr unu BupTyansHoe nsgeBateribCTBO

KnGepOynnuHr - npecnefoBaHne COOGLLEHWSIMU, COAEPXKAaLLMMU OCKOPOGIEHUsi, arpeccuto, 3anyruBaHue;
XYNUraHCTBO; coLuasibHoe GoMKOTUPOBaHME C MOMOLLbIO Pa3fNYHbLIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ kMbepbynrMHrom:

1. He 6pocaricsa B 6oi. Jlyywmin cnocob: nocoBeToBaTbCs Kak cebs BECTU U, €CNN HET TOro, K KOMY MOXHO
0obpaTnTbCs, TO BHaYane ycnokoutbcs. Ecnu Tbl HaYHeLb OTBeYaTb OCKOPONEHNSIMU Ha OCKOPONEHUst, TO TOMNbKO
elle bonblue pasoxkellb KOHAIUKT;

2. Ynpasnsan csoen knbeppenytaumen;
3. AHOHMMHOCTb B CeT! MHUMas. CyLLecTBYIOT CNOCOObI BbIACHWUTb, KTO CTOUT 3@ aHOHUMHbIM aKKayHTOM;

4. He cTtouT Bectu xynuraHckui obpas BMpTyanbHOW xu3HWU. MIHTepHeT dukcmpyeT Bce TBOW OENCTBUS U
COXpaHsieT ux. Yganutb ux 6ygeT kpaviHe 3aTpyAHUTENbHO;

5. CobGniogaii cBOK BMPTYaribHYH YecTb CMOoAy;

6. VrHopvpyn eauHuyHblin HeratuB. OgHOpPasoBble OCKOPOMTENbHbIE COOBLIEHMS ny4le WrHOpMpOoBaTb.
O6bIYHO arpeccusi NpekpallaeTcs Ha HavanbHOW CTaauy;

7. baH arpeccopa. B nporpaMmmMax obMeHa MrHOBEHHbIMU COOOLLEHMSIMM, B coLManbHbIX CETSX €eCTb
BO3MOXHOCTb 6J'IOKI/IpOBKl/I OTnpaBKn coobLeHun ¢ onpeaeneHHbIX agpecos;

8. Ecnu Tbl cBuaeTenb knbepbynnuHra. TBoU AeiCTBUS: BLICTYNUTb NPOTMB NpecriefoBatens, nokasartb emy,
YTO ero AenCTBUSI OLEHMBAIOTCS HEraTMBHO, MOAAEpXKaTb KEpPTBY, KOTOPOW HyXHa NcuUxosornyeckasi noMoLp,
COO6LLUUTL B3POCHbIM O haKTe arpeCCUBHOIO NOBEAEHUSI B CETU.

Mo6unbHbIN TenedgoH

CoBpeMeHHble cMapTdOHbI 1 NaHWweThl cogepxart B cebe BNomnHe B3pOoCnbin PYHKUUOHAM, U Tenepb OHU
MOTYT KOHKYpPUpOBaTb CO CTaLUOHApHbIMK koMMbloTepamun. OgHako, CpeacTB 3alimThl ANng nogoOHbIX YCTPONCTB
noka odeHb Mano. TecTupoBaHUE N NOUCK YA3BUMOCTEN B HUX NPOUCXOOMUT He Tak MHTEHCUBHO, Kak ang MK, To xe
camoe KacaeTcsl U MOBUIbHBIX MPUMOXEHUNA.

COBpeMeHHbIe MOOUbHbIE 6pay3epb| yXe nMNpakTudeckn [orHanm HacToJibHble aHanorun, oaHaKo
pacwiunpeHve (byHKLI,I/IOHaJ'Ia BneyeT 3a cobon 6OJ'IbLIJyPO CINOXXHOCTb U MEeHbLUYH 3allULLEeHHOCTb.

[daneko He BCe NPOM3BOAWTENN BbIMYCKAOT OOHOBMEHUS, 3aKpbIBaKOLWME KPUTUYECKME YA3BMMOCTM ONd
CBOUX YCTPOWCTB.

OcHoBHble coBeTbl Ans 6e3onacHOCTM MOBUNBHOMO Teﬂe(bOHaZ

Huyero He sBnseTtcs no-HacToslwemy GecnnatHbiM. Byab OCTOpoXeH, Bedb Korga Tebe npegnaratoT
BecnnaTHbI KOHTEHT, B HEM MOTYT BblTb CKPbITbI KaKue-TO NnaTHbIe YCryru;

Oywman, npexage 4em otnpaeButb SMS, doTo unu Bugeo. Tbl TOYHO 3Haelb, rAe OHWM OyayT B KOHEYHOM
ntore?
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Heobxoaumo oOHOBNATH ONEpPaLUOHHYK CMCTEMY TBOETO CMapTdOHa;
Mcnonb3yi aHTUBMPYCHbIE NporpamMmmbl 45151 MOBMNbHBIX TENeOHOB;

He 3arpy>|<al7| NpuNoXeHnda OT HEeW3BEeCTHOIo WUCTOYHWKa, Be€Ab OHW MOryT coaepXaTb BpeaoHOCHOe
nporpammHoe obecneyeHue;

[Mocne Toro kak Thbl BblAELb C canTa, rae BBOAWUM NUYHYK MHOPMaLUMIo, 3anam B HacTporikn bGpaysepa n
yaanu cookies;

Mepuropgmnyeckn NpoBepsiv, kKakne NraTHble YCIyrn akTUBMpPOBaHbI HA TBOEM HOMEPE;
[aBan cBon Homep MOBUIBLHOrO TenedoHa TOMbKO NI0AAM, KOTOPbIX Thl 3HAELUb U KOMY AOBEpPSELLb;
Bluetooth gomkeH 6bITb BbIKITHOYEH, KOrga Thl UM He norb3yellbes. He 3abbiBan nHorga npoBepsiTh 3TO.

Online urpbl

CoBpeMEHHbIe OHMaNH-Urpbl - 3TO KpacouHble, 3axBaTbiBalOLMe pasBrievyeHus, obbeauHsitoWwmne COTHU
TbICAY YenoBek Mo BceMy Mupy. Urpoku nccrnegytoT daHHbIA MM Mup, oblialTcs Apyr ¢ APYroM, BbIMOMHSOT
3a4aHus, cpaXkalTcsl C MOHCTpaMM 1 MonyyatoT onbiT. 3a yO0oBONbLCTBME OHM NNATAT: NOKYNatT ANCK, onmnavnsarT
aboHEeMEeHT 1nu NpuobpeTatoT Kakne-To onuun.

Bce aTu cpeactBa vayT Ha noAggepaHue M pasBuMTME Urpbl, @ Takke Ha camy 6e30MacHOCTb:
COBEPLLEHCTBYIOTCS CUCTEMbI aBTOpPU3aLMK, BbIMYCKAKTCS HOBble MaTyu (LMPPOBLIE 3annaTkv Afsi nporpamm),
3aKpbIBAKOTCS YsI3BUMOCTU CEPBEPOB.

B nogobHbIx nrpax CTtouT onacaTtbCA HE CTOJIbKO CBOMX COMNEPHUKOB, CKOJIbKO KpaXXu TBOEro naposid, Ha
KOTOPOM OCHOBaHa cuctemMa aBTopusaunm OonblMHCTBA nrp.

OcHoBHble coBeTbI MO 6e30MacHOCTY TBOEIO UrPOBOro akKayHTa:

1. Ecnu apyroi urpok BefeT cebs nroxo unu cosgaeT Tebe HenpusiTHOCTW, 3abroKMpyin ero B CCKe
UrPOKOB;

2. Moxanynca agMUHUCTpPATOPaM Mrpbl Ha MNIOXOe MOBEeAEHWe 3TOr0 Urpoka, KenaTenbHO MPUIOXUTb
Kakve-TO loKa3aTenbCcTBa B BUAE CKPUHOB,

3. He ykasbiBan nnuHyto nHcopmauuio B npodanne urpbl;
4. YBaxain gpyrux y4acTHUKOB Mo Urpe;

5. He yctaHaBnunBan HeodurumanbHble naTyv U Moabl;

6. Vicnonb3yi CnoxHble U pasHble naponu;

7. Naxe BO BpeMsi Urpbl He CTOWUT OTKIOYaTb aHTMBMPYC. [Moka Tbl vrpaelb, TBOW KOMMbKOTEP MOryT
3apasuTb.

PUWKHF unun KpaXxa NMUYHbIX AaHHbIX

OOGbIuHOW  KpaXkerd [eHer W [JOKYMEHTOB CerofgHs yXe HUWKOrO He YAMBUWbL, HO C pasBuUTUEM
WHTEPHET-TEXHONOMMI 3IIOYMbILLIIEHHNKN MEPEMECTUNCL B MHTEPHET, M NPOAOIKalT 3aHuMaTbecs "niobrmbim"
Oernom.

Tak nosiBUnNacb HOBasi yrpo3a: UHTEPHET-MOLLUEHHUYECTBA UM (OULLIMHT, TMaBHas Liefb KOTOPOro COCTOUT B
nony4yeHun KoHuaeHUnanbHbIX AaHHbIX Nonb3oBaTenen - NorMHoB M naponen. Ha aHrnuiickoM 4asbike phishing
ynTaeTca kak couwmHr (ot fishing - peibHas noBns, password - naponb).
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OcHoBHble coBeTbl N0 bopbbe ¢ hULLIMHIOM:

1. Cneawn 3a cBouM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOA aHkeTa Obina B3noMmaHa, To Heobxoammo
3abnokupoBaTh ee 1 COOOLLMTbL agMUHUCTPaTOpaM pecypca 06 3TOM Kak MOXHO CKOpee;

2. MCﬂOﬂbSyVI Oe3onacHble Be6-calTbl, B TOM YnCIe, MHTEPHET-MarasmHoB U NMOUCKOBbIX CUCTEM;

3. Vicnonbayihi cnoxHble 1 pasHble naponu. Takum obpasom, ecnu Tebs B3NOMaloT, TO 3NOYMbILLEHHWKN
nony4art A4OCTyN TOMbKO K OAHOMY TBOEMY NPOdUIO B CETU, a HE KO BCEM,;

4. Ecnn Tebs B3nomanu, To Heobxoanmo npegynpeanTb BCEX CBOUX 3HAKOMbIX, KOTOopble fobaBneHbl y Tebs
B OpYy3bsiX, O TOM, 4YTO Tebs B3nomanu 1, BO3MOXHO, OT TBOEro UMeHW ByaeT pacchinatbCd cnam M CCbISIKM Ha
(PULLMHIOBLIE CaThl;

5. YctaHoBM HagexHblvi naponb (PIN) Ha MOBUnbHLIM TenedoH;
6. OTknoum coxpaHeHne napons B 6paysepe;

7. He oTkpbiBan hannsl u gpyrve BNOXEHUs B NMCbMax, gaxe eCrnv OHW MpULnu OT TBoMX Apy3en. Jlydwe
YTOYHM Y HUX, OTNPABANN N1 OHW Tebe aTn dannol.

LindpoBas penyTtauus

LindbpoBas penytaums - 370 HeraTMBHas UnNun NO3nTMBHas nHdopmauns B cetn o Tebe. KomnpomeTtupytowlas
nHdopmaums, pasMeLleHHas B MHTEPHETE, MOXET Cepbe3HbiM 06pa3oM OTPasvTbCs Ha TBOEW pearnbHOW XU3HW.
"UndpoBas penytaumsa” - 9To TBOW UMUK, KOTOPbIN hopmupyeTcs n3 nHopmaumm o Tebe B MHTEPHeTE.

TBOE MECTO XWTEenbCTBa, yqe6b|, TBOE (*)VIHaHCOBoe nonoxeHune, ocobeHHOCTH XapaKktepa U pacckasbl O
OGrM3KKNx - BCe 3TO HaKanMBaeTCs B CETHU.

MHorve nOApOCTKM NErkOMbICNIEHHO OTHOCATCA K nybnukaummM nudHoW uHdopmaumm B WHTepHeTe, He
NMOHMMasi BO3MOXHbIX NMOCNeaCcTBUA. Thl JaXe HE CMOXeLUb AoragatbCcs O TOM, 4To dhoTorpadus, pasmelleHHas 5
neT Hasag, ctana npuunHOM oTkasa NpUHATbL Teba Ha paboTy.

KomMeHTapuu, pasmelleHve TBoux doTtorpaduii n gpyrne AencTBUS MOTYT HE MCYE3HYTb Jaxe Mnocne Toro,
Kak Tbl UX yAanuwb. Tbl HE 3HaeLlb, KTO COXpaHWmn 3Ty MHopmaumnio, nonana nvM oHa B MOWCKOBblE CUCTEMbI U
COXpaHunacb 1 oOHa, a raBHoe: YTO NogyMaloT o Tebe oKpyatoLme Nioau, KoTopble HangyT U yBUAAT 3To. HanTn
NMHGOPMALIMIO MHOTO MET CNYCTA CMOXEeT fobon - kak M3 Aobpbix NobyKAeHUn, Tak N C HaMepeHeM NPUYUHUTL
BpeAa. ATO MOXET ObITb KTO YrOAHO.

OcCHOBHble COBETbI MO 3aLLMTe LMGPOBON penyTaumm:
1. MNogyman, npexae 4yem 4YTo-To NyGNuKoBaThb U Nepenasath y cebsi B 6nore nnu B coumansHON ceTy;

2. B HacTpowikax npoduns yCTaHOBW OrpaHMYEHUs Ha MPOCMOTP TBOEro npodwns U ero CoAepXUMOro,
caenan ero Tonbko "onga apysen”;

3. He pa3meluaii 1 He ykasbiBail MHGOPMAaLMIO, KOTOpasi MOXET KOro-NMbo ockopGnsiTe UMK 0BuxaTh.
ABTOpCKOE npaBo

COBpeMeHHbIe LUKOJIbHUKN - aKTUBHbIE MOJib3oBaTesn Ll,M(prBOFO NpoCTpaHCTBA. OpHako paneko He Bce
3HaKT, YTO MNonb3oBaHWe MHOIMMMMU BO3MOXHOCTAMU LI,I/I(prBOFO Mupa Tpe6yeT cobntogeHus npaB Ha
MHTEeNNeKTyarbHYH CoBCTBEHHOCTb.

TepMuH "nHTennekTyanbHas COOGCTBEHHOCTb" OTHOCUTCS K pPasfMyHbIM TBOPEHUSIM 4YENTOBEYECKOro yma,
HauyMHas C HOBbIX U3006pEeTeHUn N 3HaKoB, 0603HAYaLLMX COOCTBEHHOCTL HA MPOAYKTLI U YCMyri, U 3akaH4MBas
KHuramu, dotorpadumsamm, KNHOUIbMaMn 1 My3blKkarbHbIMU MPOU3BEAEHUSIMU.
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ABTOpCKME npaBa - 3TO NpaBa Ha UHTENNEKTyanbHYy0 COGCTBEHHOCTb Ha NPOM3BEOEHUS HAaYKW, NMTepaTypbl
N nckycctea. ABTOpPCKME NMpaBa BbICTYNalT B KAYECTBE rapaHTUM TOrO, YTO MHTENNEKTYyarnbHbIA/TBOPYECKUI TpyL,
aBTopa He ByaeT HanpacHbIM, AacT eMy CnpaBeAnMBbie BO3MOXHOCTUK 3apaboTaTb Ha pesynbTaTax CBOero Tpyaa,
nony4YntTb W3BECTHOCTb W nNpu3HaHue. Hukto ©6e3 paspelleHuss aBTopa He MOXEeT BOCNPOU3BOAUTL €ro
npovsBeaeHne, pacnpocTpaHaTb, NyGAMYHO OEMOHCTPUPOBAaTh, NpoAdaBaTb, MMMOPTUPOBATL, MyckaTb B MpoOKaT,
nNy6rIMYHO MCNOMHATL, NOKa3bIBaTL/UCNONMHATL B 3dhupe nnm pasmeLLaTs B VIHTepHeTe.

Mcnonb3oBaHue "I'IVIpaTCKOI'O" nporpaMmMHOro obecrneyeHnss MoxeT npmnBectTn K MHOrMM puUCkam: OT NnoTepu
AaHHbIX K TBOMM akKkayHTam OO 6J'IOKVIpOBKVI TBOEro yCTpOVICTBa, roe yCtaHOBJI€Ha HeneraribHada nporpamMmma. He
CTOMWT Takke 3abbIBaTb, YTO CYLWEeCTBYIOT JierarbHble U OecnnaTtHble nporpamMmmbl, KOTOpbleé MOXHO HanTK B CETU.

O nopTtane

CeTeBUYOK.pcp - TBOW IMaBHbIi COBETYMK B CETU. 3[4ecb Tbl MOXelb Yy3HaTb O 6e30omnacHOCTU B CEeTu
MOHATHBIM W OOCTYMHbLIM A3bIKOM, @ NPU BO3HUKHOBEHUWN KPUTUYECKON CUTYaLMn oGpaTUTLCS 3a COBETOM. A Takke
MPUHATB y4acTMe B KOHKYpcax U CTaTb CaMbiM LIMAPPOBbLIM rpaxaaHuHom!

Mpunoxexune N 3

NAMSATKA 0N POOUTENEW OB UHOOPMALIMOHHOW BE3OMNACHOCTU AETEN

OnpegeneHne TepmuHa "vHdopmauunoHHast 6e3onacHocTe aeten” cogepxutca B degepanbHom 3akoHe N
436-$®3 "O 3awute geten OT MHOPMaLUK, MPUYMHAIOWEN Bped WX 300POBbI0 U PasBUTMIO", perynumpylolmm
OTHOLUEHMS, CBSA3aHHbIE C 3aLUUTON AEeTen OT UHOPMaLMK, NMPUYMHSIIOLLEN Bpen UX 340POBbI0 U (Mnn) pa3BuTuio.
CornacHo gaHHOMY 3akoHy "WMHdopMauunoHHasi 6e3onacHOCTb AeTer" - 3TO COCTOsIHME 3alUMLLEHHOCTM, Mpu
KOTOPOM OTCYTCTBYET PUCK, CBSA3AHHbIN C NPUYMHEHNEM MHOPMaLUUE Bpeda UX 340POBb0 U (Unn) pusnyeckomy,
NCUXNYECKOMY, YXOBHOMY, HPDaBCTBEHHOMY Pa3BUTUIO.

B cuny ®egepanbHoro 3akoHa N 436-®3 nHdopmaumen, NpuYnHAIOLWEN Bpes 340POBbLI0 U (MNK) pasBUTUIO
neTten, aBndeTcs:

1. HbopmaLms, 3anpeLleHHas Ans pacnpocTpaHeHnsa cpeav aeTein;

2. vHdopmMauus, pacnpocTpaHeHWe KOTOpPOM OrpaHWyeHO Cpeau AeTen onpeferieHHbIX BO3PacTHbIX
KaTeropumn.

3. K nHpopmaumm, 3anpeLLeHHon ons pacnpocTpaHeHust cpeau AeTen, OTHOCUTCS:

4. nHbopmaums, nobyxaawolas geTer K COBEPLUEHUIO OEWCTBUN, NPEeaCTaBNSOWMX Yrpo3y WX XU3HU U
(vnn) 300pOBLIO, B T.4. MPUYMHEHMWIO Bpega CBOEMY 300POBbI0, CAaMOYOUNCTBY;

5. cnocobHoCTb BLI3BATb Yy neTen xenaHue yn0Tpe6|/|Tb HapKoTU4YeCKne cpeacrtBa, NCUXOoTpPOnHbIe U (I/IJ'IVI)
odypMaHuBawLwine BellecTtsa, TabaudHble unsgenus, allkOrosibHyr0o 1M cnuptocoaepiXallyio npoaykuuo, nmeo u
HanNMTKn, n3rotaBlinBaemMble Ha €ro OCHOBE; MNPUHATb y4aCTue B a3apTHbIX Urpax, 3aHNMaTbCA I'IpOCTI/ITYLI,I/IeIZ,
6pOD,F|)KHI/ILIeCTBOM mnnn I'IOﬂpOLIJaIZHI/I‘-IeCTBOM;

6. obocHoBbIBawLWasas wnu onpasAbiBalollasi [OMNYCTUMOCTb Hacunusa M (MnM)  XKECTOKOCTM  Imbo
nobyxaaroLlasa OCyLeCTBNATL HACUITbCTBEHHbIE AENCTBUSI MO OTHOLUEHWUIO K JTIOASIM U XXUBOTHBIM;

7. oTpuualroLLas ceMeiiHble LeHHOCTU U hopMuUpYIoLLLas HeYBaXeHne K poauTenam u (Unu) Apyrum YneHam
ceMbM;

8. onpasdbiBaloLllada npoTnBonpaBHoe nosegeHne;
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9. cogepkallasi HeLleH3ypHyto 6paHb;
10. cogepkaluasa nHpopmaumo NnopHorpadmnyeckoro xapakrepa.

K wvHdopmMaumn, pacnpocTpaHeHWe KOTOPOM OrpaHW4eHO Cpeau [nOeTell OonpedenieHHoro Bo3pacTa,
OTHOCKTCS:

1. Hopmauus, npeacTaBsnsemasi B Buae n3obpaxeHus unm onucaHus XecToKoCTu, omandeckoro n (unm)
NMCUXMYECKOro Hacunus, NPECTYNNEHNS UM MHOTO aHTUOOLLLECTBEHHOIO AEUCTBIS;

2. Bbi3blBaloWas y AeTeil cTpax, ykac WM NaHuKy, B T.4. NpeactaBnsiemas B Buae U300paxeHus unm
ONMMCaHUA B YHWXKaloLWEl 4YeroBeyeckoe [OCTOMHCTBO (hOpMe HeHaCUIbCTBEHHOW CMepTu, 3aboneBaHus,
camoybOuINCTBa, HECYACTHOrO Criyvasi, aBapuy Unmn katacTpodbl 1 (M) UX NOCIeaCTBUA;

3. npeacrtaensiemas B Buae WU306paxeHUss MAM OMUCAHMA MNONOBbIX OTHOLUEHUN MeXOY MY>XYUMHOW W
YKEHLLINHOM;

4. copgepxallas GpaHHbIe CIoBa U BblpaXkeHWsl, He OTHOCALLMECS K HELleH3YPHOW BpaHu.

C yyetom atoro Bam npegnaraioTtcs npasuna paboTtbl B cetn VHTepHeT Ana pasnuuHbiX BO3PaCTHbIX
KaTeropun, cobnogeHne KoTopbIx NO3BONMT obecnevnTb MHPOPMaLUOHHY Be3onacHOCTb BalUNX AeTeNn.

O6Lwme npaBuna Ans pogutenemn

1. He3zaBucnmo o1 Bo3dpacTa pebeHka ucnonb3ynte nporpammMmHoe obecneveHme, nomoratoLlee punbTpoBaTb
N KOHTPONMpOBaTb UH(OPMALIMIO, HO HE MofaralTecb MNOMHOCTLIO HAa Hero. Bawe BHMMaHWe K pebeHKy - rmaBHbIN
MeTo[, 3alUnThbI.

2. Ecnn Baw pebGeHOK MMeeT akkayHT Ha OAHOM M3 coumanbHbix cepsucoB (Livedournal, blogs.mail.ru,
vkontakte.ru n T.n.), BHUMaATENBHO N3y4YnUTE, KaKyt0 MHCPOPMALMIO MOMELLAIOT €ro Y4aCTHUKM B CBOMX NPOMUax u
6norax, Bkntovas gotorpadun n BUAEO.

3. lNpoBepbTe, C KaKMMXM APYrMMU CanMTamu CBSi3aH coumanbHbi cepBuc Bawero pebeHka. CTpaHU4ku
Bawwero pebeHka moryT 6biTb 6€30MacHbIMK, HO MOTYT U COAEpPXaTb CCbISIKA HA HeXernaTerbHble U ONacHbIe CanThbl
(HanpvmMep, NOPHOCANT, UNWN CaNT, Ha KOTOPOM ApYr YNOMUHAET HOMep COToBOro TenedoHa Bawero pebeHka unm
Baw pomaluHun agpec)

4. Moowpsante Bawwux geten coobwatb 060 BCEM CTPaAHHOM WM OTTaNKUBAKOLWEM U HE CIIULLKOM OCTPO
pearnpynTte, Korga oHV 3TO AenatoT (M3-3a onaceHuss NoTepsTb JOCTYN K VIHTepHETY AeTu He roBOpSAT poamnTensm
0 npobnemax, a Takke MOryT HayaTb UCNonb3oBaTb VIHTEpHET BHE AOMa M LLKOMbI).

5. bByabTe B Kypce ceTeBoM xu3Hu Bawero pebeHka. IHTepecynTech, KTO nx Apy3bsa B VIHTEpHET Tak Xe, Kak
WHTEepecyeTeCch pearbHbIMU OPY3bAMM.

BospacTt ot 7 o 8 ner

B WMHTepHeTe pebeHOk cTapaeTcs MOCETUTb T€ WNM MHble CalTbl, @ BO3MOXHO W 4aTbl, paspelleHne Ha
noceLleHve KOTOpbIX OH He nony4un Obl OT poguTenen. Moatomy poguTensm OcobGeHHO nonesHbl ByayT Te
OTYeTbl, KOTOpble MpPefoCTaBnsATCA MporpaMMaMy MO  OrpaHMYEeHU0  Kchnonb3oBaHus WHTepHeTa, T.e.
PoanTenbCckuin KOHTPONb UK TO, YTO Bbl CMOXETE YBMOETbL BO BPEMEHHbIX dhavinax. B pesynbraTte, y pebeHka He
OyOeT owylleHns, YTO 32 HUM BeOeTCs MOCTOSIHHBIA KOHTPOMb, OAHAKO, poauTenu OyaoyT no-npexHeMy 3HaTb,
Kakue caunTbl nocewaetr ux pebeHok. [leT B AaHHOM Bo3pacte obnagatoT CUMbHbIM YYBCTBOM CEMbU, OHU
OOBEPYMBLI U HE COMHeBawTcs B aBTtopuTeTax. OHM MOOAT urpate B CETEBbIE UrPbl M MyTELWeECTBOBATb MO
VIHTEepHETY, UCNONb3ys 3NEKTPOHHYHO MOYTY, 3aX04UTb Ha CalTbl U YaTbl, HE PEKOMEHAOBAHHbIE POAUTENSMM.

CoBeTbl N0 Be3onacHocTu B ceTn IHTepHeT anga aeten 7 - 8 net

1. Cospganite CNMCOK [OMALLHUX npaBun nocewleHns WMHTepHeTa npu ydactum peten n Tpebyite ero
BbIMOMHEHUS.
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2. TpebyiiTe oT Bawero peGeHka cobrnofeHnst BpeMeHHbIX HOPM HaxOoXAeHUs 3a KoMnbloTepoM. MokaxuTe
pebeHky, 4YTo Bbl HabnogaeTe 3a HMUM He NMOToMy YTO Bam 3To xoyeTcs, a noTomy 4Tto Bbl Becrnokoutech o ero
Ge3onacHOCTU 1 Bceraa rotoBbl eMY NMOMOYb.

3. KomnbloTep ¢ nogknoyeHnem k VIHTepHeTy JOMmKeH HaxogouTbCa B oblieri KOMHate nog MpUMCMOTPOM
poauTenen.

4. MCﬂOﬂbSyIZTe cneunanbHble OeTCKne NonckoBble MaLLUNHbI.

5. Wcnonb3aynte cpeactBa BrnoknMpoBaHMA HexXenaTtenbHOro KOHTEHTa Kak AOMOfHEeHWe K CTaHAapTHOMY
PoavtensckomMy KOHTPOIHO.

6. CosgaiiTe ceMelHbIi aNeKTPOHHbIN ALWKK, YTOGbI He NO3BONUTL AeTAM MMeTb COBCTBEHHbIE aapeca.

7. bnokupynTe OOCTyn K canMTam C GecnnaTHbIMU MOYTOBBLIMU SLLMKAMKU C MOMOLLbIO COOTBETCTBYIOLLENO
nporpaMmHoOro obecneyeHus.

8. MNpuyunte geten copeToBaTbCcs ¢ Bamu nepepn onybnukoBaHMeM Kakon-nvbo MHGopmauun cpeactBamm
3MEKTPOHHOM NOYThI, YaTOB, PErMCTPALMOHHBIX OPM U NPOUNENn.

9. Hayunte pgeTten He 3arpyxaTtb hannbl, nporpammbl UM My3biky 6e3 Ballero cornacus.
10. He paspeluarite AeTM UCNONb30BaTb CyX0bl MTHOBEHHOrO 0OOMeHa CcoobLLeHnsaMM.

11. B "Genbin" cnucCok CaWToB, paspelleHHbIX ANs MOCeLeHns, BHOCUMTE TOMbKO CaWTbl C XOPOLUEW
penyTaunen.

12. He 3abbiBaviTe 6ecenoBatb ¢ AeTbMu 06 X Apy3bax B VIHTepHeTe, kak ecnv 6bl peyb Lwna 0 Apy3bsx B
pearnbHON XWU3HMW.

13. He penawite "taby" n3 BONpocoB NOSIOBOW XWU3HW, TakK kak B IHTepHeTe geTn MOryT nerko HaTKHyTbCs Ha
nopHorpadguio nnu cantel "gna B3pocnbix”.

14. Mpwnyuute Bawero pebeHka coobatb BaM O NobbIX Yyrpo3ax UMy TpeBorax, CBA3aHHbIX ¢ IHTepHeTOM.
OcrTaBaiiTecb CMOKOWHbIMI U HanoMHUTe OEeTSM, YTO OHM B 6e30MacHOCTM, eCcniiu caMu pacckasany Bam O CBOMX
TpeBorax. [oxBanuTte MX U NOCOBETYINTE NOAONTU elle pa3 B NOAOGHbLIX Cryyasix.

BospacT geteit ot 9 4o 12 net

B gaHHOM BO3pacTte LOEeTU, KakK NnpaBuio, Yyxe HaclbllaHbl O TOM, KaKad I/IH(*)OpMaLI,VIFI cyuwiecTtByeT B
MHTepHeTe. COBepUJeHHO HOpPpMaJibHO, YTO OHU XOTAT 3TO YyBUAETb, MPOYEeCTb, YyClbIlWaTb. I'IpM 3TOM HYXHO
NMOMHUTb, 4YTO LOCTYyNn K HeXenaTellbHbiIM MaTepuanamMm MOXHO Jierko 3861'IOKI/IpOBaTb npun nomown cpencrte
Poautenbckoro KOHTPOJIA.

CoBeTbl No be3onacHocTu ansa geten ot 9 oo 12 netr

1. Cosgante cnucok AoMallHMX nNpaBun nocewleHus WHTepHeT npu ydactum getenm un Tpebynte ero
BbIMOMNHEHUS.

2. TpebynTte ot Bawero pebeHka cobnogeHnss HOPM HaxXoXOEHNS 3a KOMMbIOTEPOM.

3. HabnopaiTte 3a peGeHkoM npu paboTe 3a KOMMbIOTEPOM, MOKaXuTe emy, 4To Bbl GecrnokouTecb O ero
6e30nacHOCTU 1 Bceraa roToBbl OkasaTb eMy NOMOLLb.

4. KomnbloTep € nogkntoveHnemM B WMIHTEPHET JOIMKeH HaxoauTbCsl B 0OWen koMHaTe nog npucMOTPOM
poguTtenen.

5. |/|Cl'|0ﬂb3yl7ITe cpeacTtea 6ﬂ0KMpOBaHMﬂ HeXenaTellbHOro KOHTeHTa KakK AOMNOJfIHeHUWe K CTaHO4apTHOMY
PO,D,I/ITeJ'IbCKOMy KOHTPOJIO.
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6. He 3abbiBaliTe NpvHYMaTb HEMOCPEACTBEHHOE yyacTue B Xu3HM pebeHka, GecepgoBatb C AeTbMU 006 KX
Apy3bsix B IHTepHeTe.

7. HactanBanTte, 4tobbl AeTW HUKOrA4A He cornallanvch Ha NMYHbIe BCTPEYM C APY3bsiMu Mo VIHTepHeTy.
8. MNo3BonanTe geTsaM 3axoauTb TOMbKO Ha calTbl U3 "6enoro” cnucka, KOTopbI co3aanTe BMECTE C HAMWN.

9. MNpuyynte geTen HUKOrAa He BblAaBaTb JIMYHYO MHOPMaLUMIO cpeacTBaMU SNEKTPOHHOM NOYThI, YaToB,
CUCTEM MIHOBEHHOIro 0bMeHa coobLLEeHUsIMN, PEMNCTPALMOHHBLIX (POPM, NMNYHBLIX NPOUNEN U NPU perncTpauumn Ha
KOHKypChbl B IHTepHeTe.

10. Mpuyunte OeTen He 3arpyxatb nporpammbl 6e3 Bawero paspelueHunsi. O6bSACHATE UM, YTO OHU MOTYT
CryyaiiHo 3arpysuTb BUPYChI UM APYroe HexxenatenbHoe nporpamMmMHoe obecneyeHne.

11. Co3spante Bawwemy pebeHKy orpaHU4EHHYIO YYETHYI0 3annchb Ang paboTbl Ha KOMMbIOTEpE.

12. Mpwnyuute Bawero pebeHka coobLaTb BaM O MobbIX Yrpo3ax UMnu TpeBorax, CBA3aHHbIX ¢ MIHTepHeTOM.
HanomHuTe getam, 4To oHM B 6@30nNacHOCTU, ECIM caMmn pacckasarnyv Bam O CBOMX TPEBOrax U OnaceHusix.

13. PacckaxunTe getam o nopHorpadum B VIHTepHeTe.

14. HactanBanTe Ha ToM, 4YTOObl A€TW NPEeAOCTaBsAN BamM OOCTYN K CBOEN 3NIEKTPOHHON MoyTe, YToObI Bbl
ybeannucb, YTo OHN He 00LLat0TCA C HE3HAKOMLLaMM.

15. O6bsACHUTE OEeTsAM, YTO HEenb3s MCNoMb3oBaTh CEeTb AN XYNUraHCTBa, pacnpoCTpaHeHWUs CnreTeH unu
yrpos.

BospacT geteit ot 13 go 17 net

B aTom BO3pacTe nogpoCTKM aKTUBHO MCMOMb3YHOT MNOUCKOBbLIE MaLUWHbI, MOMb3YHOTCS 3MEKTPOHHON MOYTON,
cnyx6amm MrHoBeHHoOro obmeHa coObLLEHNAMU, CKA4MBAKOT MY3blKy M urbMbl. Manbynkam B 3TOM Bo3pacTe
bonblle MO HpaBy CMeTaTb BCE OrPaHUYEHUsl, OHU XaxayT rpyboro tomopa, asapTHbIX WUrp, KapTUHOK "Ans
B3pocnbix". [eBoykM npegnoduTaloT obwatbcsa B 4atax, nNpu 3TOM OHM ropa3go Gonee 4yBCTBMTENbHbI K
cekcyanbHbIM goMmoraTenscteam B MIHTepHeTe.

3avacTylo B JaHHOM BO3pacTe POAMTENSAM yXXe BeCbMa CMOXHO KOHTPONMpoBaTb CBOUX AeTew, Tak Kak 06
MHTepHeTe OHM yXe 3HalT 3HauUTeNnbHO Oonblue cCBOMX poauTenen. Tem He MeHee, He OTnyckamTe geten B
"cBobogHoe nnasaHue" no NHTepHeTy. CTapantecb akTMBHO ydacTBOBaTh B 06wweHun pebeHka B NHTepHeTe.

BaxHo no-npexHemy cTporo cobniogate npaBuna MHTepHeT-6e3onacHOCTU - corfalleHne Mexay
poouTenamMu u getbMu. Kpome Toro, HeoGXoAMMO Kak MOXHO valle npocmaTtpuBaTb OTYeTbl O AeSTENbHOCTU
deteit B MHTepHeTe. CnedyeT obpaTuTb BHUMaHWe Ha HeobXoOAMMOCTb COAepXKaHWs PoAMTENbCKMX Maporen
(naponei agMMHUCTPaATOPOB) B CTPOrOM CEKpeTe U 06paTUTb BHUMaHWE Ha CTPOroCTb 3TUX Naporeil.

CoBeTbl N0 6e3onacHOCTU B 3TOM Bo3pacTe oT 13 go 17 net

1. Co3gante CNMCOK AOMAaLUHMX MpaBun nocelweHus VIHTepHeTa nmpu ydacTum MOApPOCTKOB M Tpebyiite
6e3ycnoBHOro ero BoinonHeHns. O6roBopuTe ¢ pebeHKOM CNMCOK 3anpeLleHHbIX CanToB ("4epHbln CnMcok”), Yachl
paboTbl B VIHTepHeTe, pykOBOACTBO MO 00LeHnto B IHTepHeTe (B TOM YKUcre B YaTax).

2. KoMmnbtoTep ¢ NOAKMYEeHNeM Kk ceTn MHTepHeT AOoMmKeH HaxoauTbest B obLLEl KoMHaTe.
3. He 3abbiBante OecepoBatb ¢ geTbMu 00 uX Opy3bsix B VIHTEpHETe, O TOM, YEM OHM 3aHSTbl TaKUM
obpasom, ByaTo pedb MaeT 0 Apy3bsx B peanbHOM Xu3HW. CnpaluvBanTe O NOAsX, C KOTOpbIMKU AeTh obLalTcs

nocpeancTtesom CJ'Iy)K6 MrHOBEHHOro obMeHa coobLEHNSMU, YTOObI yGGD,I/ITbCFl, YTO 3TKN Nogn UM 3HaKOMblI.

4. Wcnonb3yihte cpeacrtBa GnokuMpoBaHUsS HexernaTtenbHOro KOHTEHTa Kak AOMOMHEeHWe K CTaHOapTHOMY
Poautensckomy KOHTPOTSIHO.
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5. HeobxogMmo 3HaTb, KakMMuM 4aTamu nonb3ytotca Bawwm getn. Tlloowpsnte umcnonb3oBaHue
MOLEPUPYEMLIX YAaTOB M HacTamBanTe, YTOOblI AeTK He 0bLannch B NPUBAaTHOM pPeXMME.

6. HactanBaiTe Ha TOM, 4TOObI AETW HUKOrAA HE BCTPEYanucb NIUYHO € Apy3baMu U3 ceTu VIHTepHeT.

7. Mpuyunte OeTei He BblgaBaTb CBOK NIMYHYK MHGOPMaUMIO CpeacTBamMy 3MEKTPOHHONW MOYThbl, 4aToB,
CUCTEM MIHOBEHHOIO 06MeHa COOBLLEHUSIMU, PEFUCTPALIMOHHBIX (DOPM, JIMYHBIX Npodunein U Npu perucTpaumm Ha
KOHKYpCbl B MIHTepHeTe.

8. Mpuyunte pgeten He 3arpyxaTb nporpammbl 6e3 Bawero paspelweHus. O6bACHUTE UM, YTO OHU MOTYT
Cny4ariHo 3arpy3utb BUPYCbl UNW OpYyroe HexenaTtensHoe nporpammMmHoe obecneveHue.

9. MpuyunTte Bawero peGeHka coobllaTe BaMm O JobbIX yrpo3ax Uiy TpeBorax, CBsidaHHbIX ¢ MHTepHeTOM.
HanomHute petam, 4yTo OHM B Ge3onacHOCTW, €Cniu camy pacckasanu Bam, O CBOMX Yrpo3ax Wnu TpeBorax.
MoxBanuTe NX U NOCOBETYINTE NOAOUTM eLlle pa3 B NOA0GHbIX Criyyasix.

10. Pacckaxute getam o nopHorpacdum B WHTepHeTe. Momormte MM 3awmtuTbcs OT cnama. Hayuute
NMOAPOCTKOB He BbldaBaTb B VIHTepHeTe CBOero peanbHOro OnekTPOHHOro agpeca, He oTBevaTb Ha
HexxenaTernbHble NMCbMa M UCMONb30BaTh CrneunanbHble MOYTOBbIE (UNBLTPHI.

11. Mpuy4ynte cebs 3HAKOMUTBLCA C cCanTamu, KOTOpble NoceLlatT NOAPOCTKN.

12. Hayunte geten yBaxaTb Opyrux B UHTEpHETE. Y6eauTech, YTO OHWU 3HAKOT O TOM, YTO MpaBusia XopoLUuero
noBefeHUs OEeNCTBYIOT BE3E - JaXe B BUPTyanbHOM Mupe.

13. OObsICHUTE [eTaAM, YTO HM B KOEeM cly4yae Henb3s ucnomnb3oBaTb CeTb AN XynuraHcTea,
pacnpocTpaHeHust CrIETEH UMW Yrpo3 ApPYriM JoasM.

14. ObcyauTte ¢ nogpocTkamm npobrnembl CETEBbLIX a3apTHbIX UMP U UX BO3MOXHBIN puck. HanomHute, 4To
AETN He MOTyT UrpaTb B 3TW UrPbl COTMAacHO 3aKOHY.

lMocTosHHO KOHTponupynTe ucnonb3oBaHne NHTepHeTa Bawnm pebeHkom! BT0 He HapyLleHne ero NMYHOro
NPOCTPaHCTBA, a Mepa NPea0CTOPOXHOCTM 1 NposABneHne Balwien pogmMTenbckon OTBETCTBEHHOCTM M 3a60ThlI.
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